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 Abstract - Random Number Generators are fundamental tools 

for cryptography protocols and algorithms. The basic problems that 

face any crypto key generator are randomness, correlations and 

distribution of the state of key sequence. This paper proposed a new 

method to enhance RNA crypto key generation. It has been 

implemented by extending the crypto key by applying polynomial 

convolution technique which extracts the mask filter from the same 

RNA key sequence depending on the start and end codon properties. 

This will provide another high level of extension and generate 

random-strength crypto key. The proposal approach could pass 

through the statistical measurements successfully and achieved high 

rate of randomness (approximated to 96%). 
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I.  INTRODUCTION 

Random numbers generations are   major tools in many 

applications of cryptography such as key generation [1]. The 

security of cryptography methods basically   depends on the 

robustness of encryption method and secrecy of key [3]. It is so 

important to provide generators which are capable to produce 

amount of secure random numbers such as polynomial 

Feedback Shift Registers (LFSRs) [2]. Bimolecular 

Computation Methods (BMC) have been developed for a 

various field of operations on DNA and RNA strands. BMC 

methods have   solved hard combinatorial search problems such 

as Travelling Salesman Problem (TSP), breaking the Data 

Encryption Standard (DES) and for cryptography key generation 

[4].This approach will propose   new method to improve RNA 

crypto key generation basically by depending on the concept of 

Polynomial convolution 1D, this technique  will add second 

level of extension to achieve a desired level of secrecy and 

randomness In [5], A. Hassan proposed a method for key 

generation based on the concept of translating RNA to protein 

chain. Their approach first determines a key sequence size, for 

example 9 byte, then it produces crypto key with extended 

length suitable with the length of secret message. Their 

proposed approach consists of several steps contain (Mapping, 

Extended, Complementing and Rotation). The generated key 

was acceptable according to statistical tests of randomness. 

 

 

II. DNA AND RNA TRANSCRIPTION 

 DNA is a double stranded sequence of four nucleotides; the 

four nucleotides that compose a strand of DNA are as follows: 

Adenine (A), Guanine (G), Cytosine (C), and Thymine (T), 

they are often called bases. The chemical structure of DNA (the 

famous double- helix) was discovered by James Watson and 

Francis Crick in 1953. It consists of a particular bond of two 

linear sequences of bases. This bond follows a property of 

complementarity: Adenine bonds with Thymine (A-T) and vice 

versa (T-A), Cytosine bonds with Guanine (C-G) and vice versa 

(G-C). This is known as Watson-Crick complementarity. Each 

DNA strand has two different ends that determine its polarity: 

the 3. 'end, and the 5. 'end. The double helix is an anti-parallel 

(two strands of opposite polarity) bonding of two 

complementary strands [6]. 
 

 

III. RNA CRYPTOSYSTEM 

 RNA-Crypto System (shortly RCS) is a private key 

algorithm to encrypt data, in particular from the observation of 

RNA behavior and some of its properties. The RNA sequences 

have some sections called Introns. Introns, derived from the 

term "intragenic regions", are non-coding sections of precursor 

mRNA (pre-mRNA) or other RNAs, that are removed (spliced 

out of the RNA) before the mature RNA is formed.  

 Once the introns have been spliced out of a pre-mRNA, the 

resulting mRNA sequence is ready to be translated into a 

protein. The corresponding parts of a gene are known as introns 

as well. It uses the presence of Introns in the RNA-Crypto 

System output as a strong method to access to the secret key to 

code the messages. In the RNA-Crypto System algorithm, the 

introns are sections of the ciphered message with non-coding 

information as well as in the precursor mRNA [7]. 

are Equipment, Middle-ware and Introduction [1]. Equipment is 

made up of sensors and actuators, the Middle-ware provides 

stockpiling and processing apparatuses and finally, the 

introduction provides the elucidation devices open on different 

steps. It is not plausible the processing of information that has 

been collected from a great number of sensors, which set 

mindful Middle-ware arrangements are suggested for enabling a 

sensor for choosing the most critical data to be handled [24]. 
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Characteristically speaking, the design of the internet of things 

offers no suitable edge to achieve the fundamental actions  

 

IV. POLYNOMIAL VECTOR CONVOLUTION 

 In mathematics and some particular functional analysis, 

convolution is a mathematical operation on two functions g and 

f, to produce a third function that is typically showed as a 

modified version of one of the original two functions in which 

one of the original functions is translated. Convolution is similar 

to cross-correlation. It has many applications in probability, 

statistics, computer vision, image and signal processing [9]. 

Segment is made out of a four-round structure utilizing two non-

direct substitution boxes S7 and S9. The structure is compacted 

in two rounds utilizing parallelism. The unequal division of FI is 

because of the way that objective elements of odd size are for 

the most part superior to those of even size from the perspective 

of provable security against direct and differential cryptanalysis. 

S7 and S9 have been planned in a way that stays away from 

direct structures in FI. This reality has been affirmed by 

measurable testing .S-boxes (S7 and S9) are actualized in 

combinational rationale despite the fact that they could be 

executed by "look-into tables" to diminish the extent of our 

usage. As a result of the parallelism, just two part of each S7 

and S9 is required for the calculation of A5. Along these lines 

we utilize each S7 and S9 part 120 times. 

 

Let m = length (u) and n = length (v). Then w is the vectors of 

length m+n-1 whose kth element is: 

𝑊(𝑘) = ∑ 𝑢(𝑗) 𝑣(𝑘 − 𝑗 + 1)                        (1)

𝑗

 

The sum is over all the values of j that lead to legal subscripts 

for u(j) and v(k-j+1), specifically j = max(1,k+1-n):1:min(k,m). 

When m = n, this gives 

w1 = u1*v1 

w2 = u1*v2+u2*v1 

w3 = u1*v3+u2*v2+u3*v1 

………………….. 

wn = u1*vn+u2*vn-1+ ... +un*v1 

 

 

V. IMPROVEMENT OF RNA-CRYPTO-KEY 

 This approach discusses some drawbacks that have been 

observed by using the previous approach of RNA key 

generation, and we try to find an improved version for 

addressing those mistakes stated as follows: 

- Translation of mRNA strand based on start and 

end codons, investigated from which by 

calculating the number of these confined codons 

to apply rotate shift on RNA sequence. 

Benefit from mRNA translation just for applies "Rotate Shift on 

RNA sequence "may be considered as weakness investment for 

this property, it looks like "simple permutation".  

In this approach, extended RNA-Crypto-key basically depends 

on the "Polynomial convolution technique", contributes to 

provide self-extension with variable RNA length by treating 

RNA confined codons as mask filter for convolution applied 

with RNA key chain .The length of resultant key  will be 

approximated to the summation of the length of mask filter and 

the length  of RNA chain. It is worth mentioning, that mask 

filter has variable length according to confined codons number 

in RNA key chain, so the output of extended RNA-Crypto-key 

also has variable length with a high rate of randomness. This 

approach has two levels of RNA key extension, the first one 

comes from RNA codons table and the second one by applying 

Polynomial convolution technique.  Algorithm (1) shows main 

steps of the proposal approach. 

 

Algorithm (1): Improved RNA-Crypto-Key 

 

Input:  

Initial key (characters, numbers),size (9 ,12,15,…etc/ byte) , No. 

Iterations 

Output: 

 Improving  RNA random key with variable expanded size 

______________________________________________________ 

 

Begin  

Step1 :Convert initial key sequence to binary sequence  

Step2: Coding each 2bit from the message binary sequence to 

RNA 4base using table (1).  

Step3: Split RNA strand into group of codons ( 3 nitrogenous 

bases)  

Step4: Extend each codon in RNA sequence by selecting another 

codon that belong to the same amino acid and appending them, 

according to table (II).  

Step5: Read RNA strand until finding the AUG that is used to begin 

protein synthesis, count the number codons and stop when finding 

end codon is (UAA or UAG or UGA)  

Step6: Extract Self-RNA-mask filter starting from AUG  to (UAA 

or UAG or UGA)  

Step7: Apply rotate right shift on RNA strand based on the number 

of  confined codons between start and end codon 

Step8: Apply (Polynomial-Convolution) technique between Self-

RNA-mask filter and  RNA strand based on equation (1) 

 

Step9: Convert  New-RNA key  to binary sequence and generate 

final crypto-key  

End 

 

 

TABLE (1): CONVERT BIT SEQUENCE INTO MRNA 

NUCLEOTIDES 

Bit Sequence mRNA Base 

00 A 

01 U 

10 C 

11 G 
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TABLE (2): CODING AMINO ACID GROUPS INTO BIT 

SEQUENCE  

 

 
 

Note: Highlight green code on in Table (2) represents starts 

and Red represents end codons in mRNA strand 

 

 
 

Fig. 1. Interface of proposed program using c#.net 

 

 

 

 

VI. EXPERIMENT A RESULT AND DISCUSSION 

This section illustrates the results that are obtained from the 

implementation of the proposed approach which is explained in 

the previous sections, these results can be presented as follows: 

Basic Statistical measurements of randomness   have been done 

on the improved RNA as shown in Table (3). These statistical 

tests such as, frequency, serial, poker and runs are used to 

evaluate randomness and distributed properties of several RNA 

crypto- key samples [11]. Randomness tests were applied on 

various key sizes such as 9, 12 72, 96 and 144 bits or bytes. 

Randomness is used to check random and distributed properties 

of several RNA crypto- key samples.  Useful statistical tests are 

four basic tests, including: Frequency test, Serial test, Poker 

test, Runs test [10]. The output of tests must be compared with 

passes values to decide if the outputs of randomness tests are 

good or not. Randomness tests are applied on different key 

sizes: 72, 96 and 144 bits. 
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TABLE (2): CODING AMINO ACID GROUPS INTO BIT SEQUENCE  

 
Initial 

key size 

(bit) 

Improved 

RNA key 

at 3itr. 

size(bit) 

Frequency 

Pass <= 

3.84 

Serial 

Pass 

<= 

5.99 

Poker 

Pass 

<=11.1 

Run Pass 

<=22.362 

 

96 

3324 0.123 0.544 7.321 5.161 

2190 0.154 1.119 4.754 3.368 

2388 0.342 3.182 10.407 15.164 

 

72 

1758 2329 6.254 7.146 6.387 

2088 3.065 3.571 8.321 18.462 

1824 0.967 1.430 7.394 12.737 

144 3306 0.756 2.49 10.89 8.406 

3204 1.709 4.77 6.262 6.824 

Average  1.18 2.92 7.81 10.21 

 

As shown in table (3), Improved RNA -key is achieved to high 

rate of randomness (96% percentage of tests that is passed 

through statistics) when compared with previous method of 

RNA–key generation in table (4) that shows just Average of 

many tests. While Improved -key size is may be much larger 

than   40%. 

 

TABLE (4): RANDOMNESS STATISTICAL TESTS OF PREVIOUS RNA-

CRYPTO-KEY (BY AVERAGE)   

Initial 

Key 

Previous 

RNA key 

at 3 itr. 

Size (bit) 

Frequency 

Pass <= 

3.84 

Serial 

Pass 

<=5.99 

Poker 

Pass 

<=11.1 

Run Pass 

<=22.362 

96 1920 27.5 65.9 92.4 58.2 

 

Figure (2) illustrates Chart that shows the difference between 

the key expansion rates of the improved and traditional RNA 

key method through several iterations. 

 

 
Fig. 2. Comparison in term of key expansion between 

traditional and proposed approaches 

 

VII. CONCLUSION 

This paper describes an efficient method for Improving RNA-

crypto-key generation using Polynomial Convolution. It 

successfully provides an extra level of extension and security for 

RNA-crypto-key when compared with the previous approach. . 

Robust features of this proposed method could be as follows: 

 RNA-crypto-key expansion basically depends on several 

factors such as (start and end codons for translation, iteration 

numbers, and self-expansion based on codon table). 

  Polynomial convolution provided more than  40% expansion 

on traditional RNA. 

 Improved RNA–crypto-key provides high rate of security 

randomness achieved 96% on other traditional RNA key 

generation method. 

 Size of convolution mask filter may have a variable length 

based on start and end codon of each RNA strand and 

encoding of initial key. 

 

VIII. FUTURE WORK 

Improving -RNA algorithm considered as one of the 

optimization techniques which are used for solving any NP-

complete problem such as path planning, four colors mapping, 

TSP, CPU scheduling problems. 

 

IX. APPENDIX(1) 

This section illustrates the implementation of the proposed 

approach which is programmed by using Visual c#.net 2015 as 

shown in Fig (2). The following example explains in details 

steps of proposed algorithm work: 

 Initial key (12 byte)=       )(*UYHas@#A1 

Step1. Binary coding (96 bits) =  
(1111111001011100010010000010 110 11111100110 

011000100100 1101000 110111101111111000 10001 01100 01 

110110001010010000110110 10100110 0 0 0 

000010110010100011011100010100100011100011001111100

001100011100011101010001001100101011001100100001101

110010100110010100100100110110100100010111111110011

010011011010011000110010000011101000010100010001100) 

      Step2.  RNA Coding (48 nucleotide) =  

(CUUAAUUAUUUACCCCCUCCAUACCAUCGAGCAAAC

GAUACAA CCAGA)  

Step3. Extended (1) based on codon table(96 nucleotide)= 
(GAAGAGUUAUUGAUAAUGAAUAACGGGGGCGG 

AGGGGGU GGA 

AUGAUAGUAGUGGCUGCACGUCGAUUGUUACUACUU

UGUUGCUGGUGAUCUUCG) 

Step4. Complement RNA & Rotate= 
(GGGGGCGGAGGGGGUGGAAUGAUAGUAGUGGCUGC

ACGUCGAUUGUUACUACUUUGUUGCUGGUGAUCUUC

GGAAGAGUUAUUGAUAAUGAAUAAC) 
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Step5. Extended (2) based on Polynomial Convolution (Note: 

mask filter length = 24)  

(GGGCUUGAUACAACGUGGCUCUCACUAGUAUCGGUG

GGAUAUUCAGCGAUUACAUCGUUAGAAAACGACCAG

UGAUUACAGCAGAGGCAUCAGCAGCCCACUCUUUCU

CUAAGUGACCUCUUACUAGUCCUAUUGGGCUCCUCG

UAGAUCUAAUGUAACCACAGA) 

Step6. Random Key Generation (330 bit ) = 
(111111100101110001001000001011011111100110011000100

100110100011011110111111100010001011000111011000101

001000011011010100110000000010110010100011011100010

100100011100011001111100001100011100011101010001001

100101011001100100001101110010100110010100100100110

110100100010111111110011010011011010011000110010000

011101000010100010001100) 
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